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UCLA's Beat 'SC Bonfire. Notite. the sheer number of studentsrecording the ‘event and sharjng. with their fiends in realttime.
In our current world, the internet hasconnected everyone, but thisalso introduces new problems regarding-online saféty:

. anlgChe
Cour se Descr i gteh.un
This course is an preliminary introduction to the field of cybersecuri- Location: TBA
ty. We will study a variety of topics that are important for a regular Time: TBA
consumer of technology. This course has great relevance in our cur- '
rent society: cyber attacks and data leaks are becoming more main- Faculty Mentor:
stream. A shared belief in the journalism field is that "nothing is Peter Reiher
more important to democracy than an educated electorate”; the Office Hours: TBA
same can be said for education in cybersecurity. It is more important Course Website:
than ever for everyone to be cybersecurity-aware. http://kfrankc.me/cs88s

Learning Objectigmes
Students will:
s Explore cybersecurity and its cultural influences

s Learn the vulnerabilities of their everyday online services
s Practice effective methods to protect themselves online .
. ) ) ) Google Authenticator, an app that
s Analyze how their online data is used to generate industry revenue provides two-factor authentication
s Understand the role cybersecurity plays in our country (2FA) to your online accounts. 2FA
is one of the many topics we will
s Submit a final project/reflection about their thoughts on cybersecu- cover in this class.

rity and internet safety after finishing the class

Cour se Reqgudoruernseen tEsx |

This is a 1-unit P/NP seminar that meets 1 hour per Students are expected to actively participate in
week. Students are expected to attend each seminar, classroom discussions. In addition, students are
but given one absence; additional missed classes are encouraged to ask questions, as well as promote
a case-by-case basis. Small interactive assignments a positive, healthy atmosphere for discussion of
may be given some weeks that are designed to ideas. Brief articles or videos will be given to stu-
further understanding or provide additional insight. dents to familiarize themselves with each week's
Note: No prior knowledge in computer science or topic before and after each class. Students are
programming is needed for this class! | encourage not necessarily expected to fully understand the
everyone interested in becoming cybersecurity- reading, but will be expected to get a general

aware to take the course! introduction.



S C h et

Week 1: |l ntroduction & Mot
]

Week 2: Hol |l ywood Hacking Vv

In recent months, there have been some accurate portrayals of cybersecurity and hacking, but we'll revisit some of the more
embarrassing examples, and discuss why this field of study is often dramatized or stereotyped.

We ek 3: Phi shing, Soci al En

We start our study of various vulnerabilities in our online services at phishing, social engineering, and identity theft. We'll
discuss why these attacks happen, their prevalence in our everyday lives, and how to watch out for them.

We e k 4 Passwords, Aut hent |

What does it mean to have a strong password? How long does it take to crack an easy password? How does password authen-
tication work in a service? What are password managers? These are some of the questions we hope to answer this week.

Week 5: Web Browsing, Encry

How can we tell if a website is safe to access? What is a Virtual Private Network (VPN), and how does it allow a user to have
privacy when browsing on the Internet?

Week 6: Protecting Yourself

We'll explore 2FA, encrypted emails, encrypted SMS, encrypted phone calls, and various apps and services that you can use
to protect your privacy online and strengthen your protection against attacks.

Week 7: Yo®r udaedat& maweil mo

Ever wonder how a website such as Amazon.com recommends items that you may like? We'll explore the ethical dilemmas
that sometimes results from technology companies using your personal data for profit.

Week 8: Cybersecurity, Pri v

Remember Apple vs. FBI a year ago? We'll explore what cybersecurity means in a government context, and how that some-
times clashes with the cybersecurity goals of the tech industry.

Week 9: TBA
Week 10: Future Topics I n C

Will we be using passwords for the rest of our lives? What other kinds of authentication systems are out there? How can we
all contribute to a world more educated in cybersecurity?
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